Authentication and identification are critical to information security systems. Traditionally, these processes are achieved with the use of secret keys that are stored in electronic memories, or with difficult-to-clone systems (e.g., fingerprints or holograms). The persistent development of technology, however, means that the barrier to cloning such systems is becoming lower. Moreover, counterfeiting, device spoofing, and identity fraud are formidable problems in all markets. The ideal solution, therefore, would be to produce a nano-fingerprint from the atomic arrangement of a structure embedded within a device. By shrinking down to the atomic scale, the challenge of cloning the system becomes as difficult as possible, i.e., the density of secure information is maximized and the number of resources required to read the fingerprint is minimized.
Figure 1. Scanning electron microscope image (top) of a typical resonant tunneling diode, which is used to produce an electronic spectrum from the nanomaterial (middle) within it. The quantum well (QW) region of the nanomaterial is highlighted (bottom) to illustrate the randomness of its structure. AlAs: Aluminum arsenide. InGaAs: Indium gallium arsenide.
signatures from nanostructures embedded within our quantum confinement PUFs (QC-PUFs). 3 Our simple electronic components are compatible with traditional semiconductor fabrication processes, which makes them easy to integrate. In addition, the security of our QC-PUFs is based on atomic-scale structures, so they are extremely difficult to clone. We also store the
Continued on next page
input-output behavior of the QC-PUFs in a database, which allows us to provide track-and-trace capability for any tagged device.
Our QC-PUFs are made possible by the behavior of electrons in semiconductors when the material's dimensions are reduced to the nanoscale, i.e., the electrons become sensitive to atomic composition. 4 When electrons interact with a material that has a diameter on the order of its de Broglie wavelength, the electrons experience quantum confinement. As such, the energy spectrum of the electrons becomes discrete, with values that are highly dependent on the width and composition of the material. We have produced and characterized simple devices, 3 known as resonant tunneling diodes, 5 to read these unique energy spectra. These devices (see Figure 1 ) consist of tunnel barriers, i.e., layers that inhibit electron flow. These barriers surround a quantum well, which is the nanomaterial from which a fingerprint is derived. When a voltage is applied to the device, the current depends on the energy of the confined levels within the well. Therefore, when we sweep the voltage over a range of values, we produce a spectrum that is unique to the nanomaterial. In this spectrum, the current peaks when the electron flow through the device is maximized. This occurs when there is a resonance with the quantum-confined energy levels in the well.
We have assessed the potential of our resonant tunneling diodes by testing 26 of the devices. These devices were selected from a large array that had been manufactured in parallel with the use of standard semiconductor fabrication processes. We performed the simplest fingerprinting operation with each of the structures, i.e., we fit the first resonant current peak that was found when we applied an increasing voltage to the devices. The results of this operation (see Figure 2) show that each device produced a unique result. The confidence bands shown in Figure 2 were produced by repeating the measurement of each device several times.
From the data shown in Figure 2 , we predict that our quantum well resonant tunneling structure can be used to provide on the order of 10 3 unique identities. 3 This significantly exceeds the previous record for identities per unit volume achieved from a PUF, 3 but it is far from the limit of this new technology. The degree of uniqueness extracted from each device could be increased (by orders of magnitude) by considering other spectral features of the measurement. Alternatively, multiple diodes could be connected in series, programmatically, to produce longer unique identities (with a bit depth that scales exponentially with physical size). There is also the ability to 'reset' the physical structure and fingerprint of a given resonant tunneling diode. This can be achieved through over-biasing if the security of the device is ever compromised. This feature is unique, among PUF technologies, to resonant tunneling diodes.
In this work we have extracted unique identities from atomic-scale variations of a nanomaterial within a simple semiconductor diode. These fingerprints could be used to prevent fraud and counterfeiting in a wide range of markets. The fundamental scale of our devices maximizes the difficulty of cloning, and their semiconductor nature makes them easy to massproduce and integrate. We are currently exploring an optical analog to the devices. This development would allow remote reading of atomic-scale identities from nanomaterials in a Continued on next page
